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Installation guide for DataTalk 
 

1) App Registration 
 

To authenticate the user to log in to the DataTalk portal using Azure AD, an 
application registration is required. 
Why App Registration is required: 

• Enables authentication and authorization for the user to access the 
DataTalk portal 

• Allows the user to log in using their Azure AD credentials 
• Enables DataTalk to access Azure resources and services on behalf of the 

user 
Steps to register an app: 
2) Log in to the Azure portal using your Azure AD credentials. 
3) Click on Azure Active Directory in the navigation menu. 
4) Click on App registrations and then click on New registration. 
5) Enter a name for your application (e.g., "DataTalk") and select Accounts in 

this organizational directory only. 
6) Click on Register. 
7) Generate new client secret 
8) Note down the Application (client) ID, Client secret ID and Directory 

(tenant) ID, as these will be required later in the installation process. 
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Step 2: Install DataTalk from Azure Marketplace 

Install DataTalk: 
1) Go to the Azure Marketplace and search for "DataTalk". 
2) Click on the DataTalk result, then click on the Create button. 
3) Select the Subscription and choose an existing Resource Group or create 

a new one. 
4) Select a Service Plan from the dropdown list. 
5) Enter the Domain Name, which should be your company's domain. 
6) Enter the Client ID and Client Secret obtained from the App Registration 

step (Step 1). 
7) Review the terms and conditions, then click on the Create button to begin 

the installation process. 
 

 
 

• Fill in the required details for each Azure service, ensuring that all Service 
Names are unique. 

• Select the required plans for web apps from the available options. 
• Review and fill in all required data for all services. 
•  Once all required data is filled in, click on the Create button. 
• The deployment process will begin, setting up and configuring the 

required Azure services for DataTalk. 
• Wait for the deployment to complete. This may take several minutes. 

Troubleshooting: 
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• If the deployment fails due to non-unique service names, try deploying 
again with unique service names. 

• Use the same process to redeploy with updated service names. 
 
 

Step 3: Configure DataTalk 

Post-Deployment Configuration: 

After a successful deployment, configure DataTalk by accessing the 
Admin Portal. 

Add Admin Portal URL to App Registration: 
1) Go back to the App Registration created in Step 1. 
2) Click on Authentication under the Manage section. 
3) Under Redirect URIs, click on Add a platform and select Web, Enter 

the Admin Portal URL 
4) Click on Configure. 

 
Access Admin Portal: 

1) Go to the Admin Portal  
2) Log in with your Azure AD credentials. 
3) Configure DataTalk as required. 

 

 
 
 

Step 5: Configure Solution Settings 
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Navigate to the Admin, Click on Configuration. Fill in Solution Configuration 
Details: 

1) Microsoft ID: Enter the App Registration ID from Step 1. 
2) Microsoft Password: Enter the App Registration Value from Step 1. 
3) Blob Storage: Enter the storage connection string of the newly created 

storage account with DataTalk deployment. 
4) Application Settings: Enter the application settings details of the 

DataTalk application. 
5) Directline Secret: Enter the Directline secret from DataTalk Bot 

handler -> Channels -> Directline -> DirectlineSecret. 
6) Bot URI: Enter the DataTalk Bot URL created during deployment. 
7) Function App URL: Enter the Function App URL generated during 

deployment. 
8) Function App Key: Enter the ‘pyrun’ function key generated in the 

Function App. 
9) Allowed References: Enter the URLs of the websites from which you 

will access the DataTalk application. Only these websites/sources will 
be able to access the DataTalk Bot due to security restrictions. 

Save Configuration: 
1) Check the box Enable Bot. 
2) Click Save to save all configuration data for the Bot. 
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Step 6: Create Azure OpenAI Deployment 

Create Azure OpenAI Deployment: 

1. Navigate to the OpenAI service newly created in the DataTalk deployment. 
2. Click on Deployments and then click on New deployment. 
3. Select Microsoft 40 Mini or a higher version as the model. 
4. Configure the deployment details as required. 

Configure AI Settings in Admin Portal: 

1. Navigate to the Admin Portal 
2. Click on Configuration. 
3. Navigate to AI. 
4. Enter the details of the newly created Azure OpenAI deployment. 
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5. Save the changes. 

Step 7: Add Data Sources 

Adding data sources is a mandatory step in configuring DataTalk. DataTalk uses these 
data sources to answer user queries and provide relevant information. In Admin Portal, 
navigate to DataSources and Add New Data Source. 

Configure Data Source: 

1. Select the Database Type from the list of available data sources. 
2. Provide the Connection String for the selected database. 
3. Provide the Database Version. 
4. Click Save to save the data source configuration. 

Select Tables (Mandatory): 

1. After successful saving, click on Tables. 
2. Select only the required database tables to expose to DataTalk. 
3. Click Save to save the selected tables. 

Manage Description (Optional): 

If table schemas are not self-explanatory, provide detailed descriptions of 
the tables and schemas in this section. 

Table Schema (Mandatory): 

1. Provide the Create Table schema for all selected tables. 
2. Ensure the schema is accurate and case-sensitive, as it will be used for 

query generation. 

Quick Actions (Mandatory): 

Provide some Quick Actions for users to start with, along with it upload 
Sample Images to be displayed on top of the user interface. 
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Step 8: Configure User Authentication 

DataTalk can be used by all users without authentication or can only be restricted to 
authenticated user. In Admin Portal, under User Authentication type either Anonymous 
or Authenticated. Anonymous selection does not require any configuration. For 
Authenticated user, configure and fill details as below 

Configure User Authentication in Azure Bot: 
1. Requires configuration of Azure AD authentication for the Bot. 
2. Admin can use the same App Registration created in Step 1 for this 

purpose. 
3. Refer to the Microsoft documentation for adding Azure AD authentication 

to Microsoft Bot DirectLine: https://docs.microsoft.com/en-us/azure/bot-
service/bot-builder-authentication 

4. Configure Azure AD authentication to enable authenticated users to 
access DataTalk. 

5. Copy OAuth Connection name, OAuth Provider from Bot App and fill these 
details in Admin portal. OAuth Connection name should match exactly 
and is case sensitive. 
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Step 9: Download and Integrate DataTalk Script 

Download DataTalk script from Client tab in Admin portal  
Integrate and Start Using DataTalk: 

1. Integrate the downloaded script into your application or website. 
2. Start talking to your configured databases using DataTalk. 
3. Ask questions, and DataTalk will provide answers based on the data in 

your configured databases. 
 

Congratulations! You have successfully configured and deployed DataTalk. 
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